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Autonomous Vehicles and Ethical Systems

Autonomous and Intelligent Systems.

Autonomous and Intelligent Systems (A/IS) increase their use and
applicability everyday.
Autonomous Vehicles AV, Robotic Systems, etc.

By Grendelkhan - Own work, CC BY-SA 4.0,
https://commons.wikimedia.org/w/index.php?curid=56611386
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Autonomous Vehicles and Ethical Systems

Can Autonomous Vehicles operate “correctly"?

AV shall act in accordance to some set of rules or guidelines
issued by some authority (e.g. Certification Agency),
to ensure the systems will operate in a “right" way.
Some of the concerns are: regulations, safety, security, liability,
etc.

This is already a challenge.

How about when we need to assure that even in complex and dynamic
scenarios the system will handle ethical dilemmas that may take place?

Can AV’s behave according to ethical norms?
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Autonomous Vehicles and Ethical Systems

AV’s and Ethical Behaviour.

In (Dennis, et. al., 2016) it is presented the formal verification of
ethical decision-making within autonomous systems controlling
autonomous aircraft.

The autonomous system is modelled as an agent that has the
so-called Rules of the Air programmed in.
The agent is supposed to select the most ethical plan (available)
according to a set of ethical requirements that are designed to
preserve human life, no matter what the Rules of the Air may
represent
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Autonomous Vehicles and Ethical Systems

German Ethics Code for AV’s.

National ethics committee for AV’s.
A document presents 20 Ethical Guidelines (EG) (Luetge, C.,
2017).

EG 1: says to improve safety for all road users;

EG 2: mentions that protection of individuals takes precedence overall, it
also tells the need to reduce the level of harm;

EG 5: AV’s should prevent accidents wherever this is practically possible;

EG 7: in hazardous situations that prove to be unavoidable, protection of
human life enjoys top priority ;
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Autonomous Vehicles and Ethical Systems

German Ethics Code for AV’s.

. . .

EG 8: genuine dilemmatic situations (human life decision), where
the behaviour is unpredictable, can not be programmed such that
they are ethically unquestionable. Technological systems are
designed to avoid accidents . . . but they can not replace or
anticipate the decisions of a responsible driver with the moral
capacity to make correct judgements. Yet in this guideline, it is
mentioned that it would be desirable to have for regulation an
independent public sector agency.
EG 9: in unavoidable accidents . . . any (biased) distinction . . . is
strictly prohibited.
EG 19: in emergencies, the vehicle must autonomously enter into
a “safe condition" (handover routines), i.e., when it is necessary
to leave the autonomous mode.
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Autonomous Vehicles and Ethical Systems

AV’s, Regulations, Norms & Ethics

It is strongly recommended that AV’s should be deployed on the
roads only using an approach which can be safe, responsible,
ethical and regulated.

IEEE - Ethically Aligned Design (IEEE, 2019)

The IEEE Global Initiative on Ethics of Autonomous and Intelligent
Systems.

IEEE P7000 Standardization Projects.

P7001 - Transparency of Autonomous Systems (pg. 183; 287 ).
https://standards.ieee.org/project/7001.html

Embedding Values (Norms) into A/IS (pg. 171).

. . .
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IEEE - Ethically Aligned Design (IEEE, 2019)
. . .

Embedding Values (Norms) into A/IS (pg. 171).
Three major goals (pg. 172):

1 Identifying the norms.
2 Computationally implementing norms.
3 Evaluating the implementation of the identified norms.

Norms are not static! The need for norm updating. (pg. 177 )
Handle norms conflicts (pg. 177 ); establish a top priority law,
e.g., no harm to a road user.
. . .



IEEE - Ethically Aligned Design (IEEE, 2019)
. . .

Top-down approach (pg. 180-1):
“the system (e.g. a software agent) has some symbolic

representation of its activity, and so can identify specific states,
plans or actions as ethical or unethical with respect to ethical
requirements".

Need for transparency from implementation to deployment (pg.
183):

“an ethical agent reasoning system should be able to ex-
plain its own reasoning to a user on request."



Autonomous Vehicles and Ethical Systems

AV’s, Regulations, Norms & Ethics

Some guidelines for our approach?
Transparency.
Explainable (reasoning over decision-making).
Norms updating and handle conflicts.
Top priority law ⇒ no harm to any road user.
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AV’s, Rules of the Road and Agents

AV’s, Rules of the Road and Agents.

On previously works we have used intelligent agents to model,
implement and formally verify the behaviour of an AV (see
(Fernandes, L. E. R. et. al., 2017) and (Alves, G. V.; Dennis, L.;
Fernandes, L.; Fisher, M. 2020)).
Next, we have started to incorporate a subset of Rules from the
UK Highway code (the Road Junction rules) (Department for
Transport, UK 2017). (see (Alves, G. V.; Dennis, L.; Fisher, M.
2018) and (Alves, G.; Dennis, L.; Fisher, M. 2019)).

Our agent is implemented using a BDI (Belief-Desire-Intention)
language GWENDOLEN (Dennis, L., 2017);
where some formal verification can be done, for instance: Is it
always the case the car will stop at a red traffic light?

So, now we have an agent to model the behaviour of an AV
considering the so-called Rules of the Road.
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AV’s, Rules of the Road and Agents

How about the ethical behaviour from the agent?
There are many situations when claiming that you were acting in
accordance with the UK Highway Code
would not be sufficient answer to an accusation that your actions
were unethical.
We are now concerned with the ethical behaviour of the agent,
when submitted to an urban traffic environment while making use
of Road Junction rules.

Ethical Agent
We intend to extend the results previously described in order to
support for an Ethical agent and also consider the existence of a
Human-in-the-loop (HITL).
Our starting point is the work in (Dennis, L. et. al., 2016) but
consider the Rules of the Road, instead of the Rules of the Air.
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Ethical Agent

Ethical Agent Architecture

Ethical Agent Architecture
1 Urban Traffic Environment: includes the agents and artifacts

(e.g., stop sign, pedestrian, traffic light).
2 AV-agent: models the autonomous vehicle behaviour, which can

obtain percepts from the sensors and also act in the environment
via actuators (e.g., hit the brakes, turn left, stop the car).

3 Ethical Agent: responsible for monitoring the environment, the
AV-agent and also recommend actions AV-agent and the HITL.

4 Human in the Loop (HITL): models the human driver which can
communicate with the AV-agent and the Ethical Agent.
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Figure: Ethical Agent Architecture



Ethical Agent

Ethical Requirements.

Inspired by Asimov’s Laws of Robotics (Asimov, I., 1942), we
propose the following Laws:

Asimov’s Laws criticism

Asimov’s laws have been critiqued as a basis for machine ethics
(Anderson, M. and Anderson, S, 2007) and (Murphy, R.; Woods, D.,
2009)

however we are not using them here to provide an ethical theory but only
to control the priorities of the HITL, the Ethical Agent and the AV-agent.

https://pixabay.com/illustrations/
ethics-morality-credibility-2110583/
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Ethical Agent

Ethical Requirements.

Inspired by Asimov’s Laws of Robotics, we propose the following
Laws:

The Laws

1 The AV-agent will not take an action which it is believed will may cause
harm to some Road User.

2 The AV-agent should strictly follow the Road Junction rules unless this
conflicts with the First Law.

3 An AV-agent may accept the recommendations given by the Ethical
agent except when such recommendations would conflict with the First
and Second Laws.

4 An Ethical agent must warn the HILT when no action is available that
does not contravene one of the first three laws.
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Ethical Agent

Ethical Agent.

An Ethical Agent is given by the tuple:

(UTE ,Be,Ru,Pl ,Ac ,Rec)

UTE is the Urban Traffic Environment where the agent is placed;
the environment has artifacts related to road traffic scenarios, as
for example: stop sign, pedestrian, traffic light, cross walk, etc.
Be is a set of Beliefs from the agent; there are two kinds of beliefs:
Ethical Beliefs and Road Traffic Beliefs. An example of the
former is noHarmRoadUser, i.e. the agent believes there is no
possible harm to the road user, whereas an example of the latter
is greenLightOn, i.e. the agent believes the green light (from
the traffic light) is on.
Ru stands for a set of Road Rules which are programmed into the
agent to give the necessary knowledge on the Rules of the Road
for the agent.
. . .
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Ethical Agent

Ethical Agent.

An Ethical Agent is given by the tuple:

(UTE ,Be,Ru,Pl ,Ac ,Rec)

. . .

Pl is a set of Plans that are triggered every time the Ethical Agent
is supposed to act and eventually send recommendations.
NB: The Laws (previously mentioned) are programmed into the
agent plans.
Ac is a set of Actions available to the agent.
Rec the Recommendations are send via messages (see next) and
are used to notify the AV-agent and the HITL concerning ethical
issues detected by the agent according to the Laws.
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Ethical Agent

Exchanging Messages.

Message Structure

Msg := 〈 Sender, Receiver, Env-pos, Act, Law, Why, Who 〉

Sender: the agent which is sending the message.
Receiver: the agent which is receiving the message.
Env-pos: defines the position in the Urban Traffic Environment
related to the message, e.g. at the 3rd Road Junction.
Act: the action which is being recommended by the Sender.
Law: identifies which Law(s) is(are) used to support the
recommendation sent by the agent.
Why: an additional field to describe the reasons that support the
recommendation, e.g. there is a potential harm to the pedestrian.
Who: an additional field telling who is involved in the
recommendation, it can be an agent (the receiver itself) or a road
user, for example.
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Ethical Agent Reasoning.

Figure: Ethical Agent Reasoning



AV Agent Reasoning.

Figure: AV-Agent Reasoning
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Final Remarks

Final Remarks.

Our approach aims the following:
1 Top-down approach (using software agents).
2 Take into consideration the role of a HITL since the trolley cases

should not be programmed to replace decisions of a responsible
driver in split-second scenarios;

3 Top priority law (no harm to any road user ).
4 Using agents to obtain Transparency and Explainable

reasoning over the decision-making process.

Each plan, recommendation, action can be explained by inspecting
the reasoning from the agents.
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Final Remarks

Final Remarks.

Future Work
Apply Model Checking to verify the behaviour from both agents
(AV and Ethical).
Additional stage on Ethical Agent reasoning: Norms updating.
Multiple Ethical Agents Architecture.
Take into consideration the IEEE P7001 standard.
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Open Issues
Should we consider Regulations for the Ethical Agent?
Who would be responsible for such Regulations?
Could it be an independent public sector agency (as mentioned in
Luetge, C., 2017)?
Or should it be a sort of Vehicle Certification Authority?
Should the programmed software embedded in the Ethical Agent
work like a “black box" (e.g., as in Winfield, A.; Jirotka, M., 2017)?
If so, who would have access to it?
Could this software be constantly updated with daily data use of
the car and the urban traffic environment? Or the software should
have all scenarios and behaviours programmed upfront?
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